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ABSTRACT

The main obstacle for implementing CSIDH-based cryptography is that it requires generating a kernel of a small prime
order to compute the group action using Velu’s formula. As this is a quite painstaking process for small torsion points, a
new approach called radical isogeny is recently proposed to compute chains of isogenies from a coefficient of an elliptic
curve. This paper presents an optimized implementation of radical isogenies and analyzes its ideal use in CSIDH-based
cryptography. We tailor the formula for transforming Montgomery curves and Tate normal form and further optimized the
radical 2- and 3- isogeny formula and a projective version of radical 5- and 7- isogeny. For CSIDH-512, using radical
isogeny of degree up to 7 is 15.3% faster than standard constant-time CSIDH. For CSIDH-4096, using only radical
2-isogeny is the optimal choice.
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9%, post-quantum cryptography, PQC)<} 3
My Qg7 Faks] zla=w gleh 201610 NISTY
PQC w#=AE Azte g dzlE Round 3wl gl
oml o] F isogeny 7lHF ¢t3E t}E PQC 3
Hlal] 2k 7] Afo]=R FEHby g)ct,

Isogeny 7|4} ¢t%+= Couveignesell 98 A&
Z A=l er Fdl Rostovtsevel Stolbunovel
o3 g=le] A= CRS = gt (10, 23). 34
9t CRS + ordinary R34S AHsl] witell
endomorphisme] 7}EHd& 71x]aL 9lom, o]& o]
B3 o} AR Aol EARIel (7). ARt
H 2 A= ordinary B34 AR <ld Fie)
ulg] Al=lou} &-82ql adile] Brlssl AAl A3t
71 &=7h v =eleke Aol glet Isogeny 718
5 Fo De Feo®t Jao 7} Algker SIDHe <fsf
thA] FEu] A=) (15). Ordinary 341& A
43}= CRS¢ 22| SIDH+ supersingular BRI
A& AH8s7] dlitell, endomorphism ringe| ®|7}
3k4o]od4] . endomorphism ring?] 713HS o4
sz (7)9] A0l o638 = olg Wk ope}, Al
Y T84 Aes Alwgt A7z SIDHe A
g oAl FAL AFAZe BReE A it &
#H, SIDHE 7]Hke 2 &+ SIKE+ 34 NIST PQC
%53} 3] Round 3¢ diAl$wolct

g9l CRS ¢38E etk whze] glAmh
non-interactive 7| 2% dwe]F dAsh= o 4%
slhs AFo] gtk SIDH 7% u|7iskzlql Ad=
alsiA #RAle] mY isogeny® AHe] F071el o
g s dabslA AHsof sl o] EAfgi). vl
2 o] FFo] ofale SIDHel f-julgt FHe R =
S8k oA, vidRte] =2 ¢ lvks Aol 2
o7 #g3he} s CSIDHS 749 718k4 el 44
< 771 "o, 712 Diffie-Hellman3} A}t
Hre] B R glo] AMale] kgt AukelAl A
el Hoke Aol givh. webA] 32 CRSE 3
Aslelee ATrt s A= gled, 53
Castryck 5o] Algk CSIDHZ thA] FE54E7] A
28} (5). Castryck 5% 712 CRS7} ordinary

3L

A& ARS3PEA] HAlEs EAE supersingular
SAS AR 3|75} CSIDH
(Commutative SIDH)E #lskstsicl. CSIDH 71
23 dwElEe 419 group actionl® TAIES]
3)1, & group action® H¥ &%E 35ms AEZ
SIDHel| Hlsij4] =2]x|vF 7]& isogeny 7IWF &
9] why F shiel EEEQl Al MY duelE A
£ dAslEomZA wol 7= olrh(3,16).

SIDH®} CSIDH 7|4t +5¢] 355 AHoZe,
2 PQC 718t skegre} 7] Afo|zr} 2t Ao
o} SpA]RE 328]E o]uje] aj-wle] dike s FAIE
o2 PQC 74t otz9} 2], isogeny 7|t ¢
4000 E o]Afe] & fekAlelA A adakew F
AE o] wiel, thE PQC k=l Hls] vk
A& 7k webA, isogeny 7|Hb o] A s}
W A7t AldEgtel. Isogeny 714F <
3} A7 F & 2, isogeny AAF ApAl
32 o] 7% isogeny 4to] w2 t}E 3

A& AR, AEE isogeny 34

Jeko] 9let. (17,19) oM, wiE ik
$18l Montgomery 343 Edwards 34& A8}
hybrid ¥W1S Agkglc} Isogeny AF A3 =
# el Bernstein s¢| (2)el4 n-isogenyE <
b=l 712 O(n) 2] itk O(V/n)2l Ak
2w HA3sl= sl o3l AT Isogeny
71ak b3 E HAslele ohe 2R, 7]€ scheme
Tlo] wEEE WA= vbHolt) (8)olA Algk
¥ B-SIDHE Alice7} (p+1)-torsion subgroup
o4 edakstar, Bobel (p—1)-torsion subgroupell
A gaksle ekl disld AlAgt. B-SIDH+=
SIDHel i3k w3olztan 443 4= gler, Alice
Zol|A isogeny %4HE SIDH ®r} zhak odile] &
49 3 flellx] FA3E 5 ke e 7l
th. CSIDH 7|iF t&ol s (4)elA #lqks
CSURF7F  3le™,  ol= floorellA A%
supersingular A& AH3= 7| CSIDH 2
2] £-842l 2-isogeny A 913l surfaceolA A
215l supersingular 3418 A3}

CSURF+= p=T7mod8°l#4 endomorphism
ringe] Z(14+ v—p)/2]2 supersingular =A<
ARSglt} (4)elAE ©]#§ supersingular 34>
tweaked Montgomery 4 (Montgomery- 3
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Montgomery A3 AR} p=Tmod8 =
e f3 F, Sleld 25 2& Q(vV=p) A
" = gle] 93 2-isogeny AR b
e}, 2-isogeny?| AR A F3HA $1¢] A4
AL HeE FAEeRIct B £ 9loA, 7)E
CSIDH®] 7)17]¢] A9 WHelE -3 zAdshd
Y 28A ks A ik (12)6dA+=
projective coordinates AH-& 7Z-¢- CSURF7}
7] CSIDHET} Ago] £4] Yrke Z3E Holo
v}, 2-isogeny®] AH-2 radical isogeny® 7=
o]of Al = iet (24].

CSIDH 7|4} ¢}3 = tlekah 29 isogeny 4k
o] Fasr, o]F 14011/‘1 ikt s 7l B
34 39 Ae A dert gleh -r°17‘] A2l A
HS A flaixe FellA AEE el 919l
4 Q5 A9t cofactor kol WA scalar
multiplication [k]Q 2A4He 4=383c}l. gldt e}
=4 919 AE Ad=Eedl o= 1510gpe FEHA
"é}"] Fosty, [k]QAks $38sk=t CSIDH 7]
1o dellre o 1llogpadite] DSslc) 1k
A3 P=[k]Q7) T L 7ol o2 WAl
At 9] daks wHEgle) webx] B4 9
9& A d% WS Aakeke] oY,

3] $157 AAE A A FEe] AAA "t ozt
A (24)9A = radlcal isogenyghs  A|2$
Alokehel. Radical isogeny
= n-isogenyS A= © 71 el Y4t n
d AE 27 s I 2=, @ e on
~torsion H2Z isogenys QAAtsh= WS Algket
t}. CSURF¢} $218H, radical isogeny S AHS-3}
= 250 A40] We)E 37 3} radical isogeny
AREEIA| e o] Al gl 2 sle] AnbA
due]EelA et e Aelshe Sl9E 2 5
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Moriya 7} Akt vl 7 og HAsE 4
gatglom 5, T-isogeny2] 735
Chi-Domiguez®} Reijnders7} A|gkgt vpHS 3=

7Heg FAs}siint.
- B =ol4E radical isogeny® ©]43t CSIDH
THAANZ A} 128¥]E wA HePteE v}
7<]“ CSIDH-512%] 7% radical isogenyS %
o A AREE 4§ 71 CSIDH Xt
15.3% wher), 128HE ot BaFES A
CSIDH-40962] 73-%- radical isogeny= o 2
A7A] AHSBRE Zlo] HA ol AREE At

B = o 7| FAE )T 23l
=] 7be] H= el el Adwgic) 34l
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] Z52° Montgomery 341
sl Adrds)a, CSIDHQ} radical isogeny®l

2.1 Montgomery SM1} F|E£2l Montgomery SM

Characteristice] 21} 3] ofd #3315 K=}
L 7Rt K9lellA] Aeld Montgomery =41
7} HE3 Montgomery A2 thge] Aoz 7t
7z A o)gk & g}

M, by’ =2+ a2’ +x (D
M, by =2 +ax’ —x (2)

M, 914 a,b € Ko™, b(a®—4) = 00]c}, °]
b fAlsA M, , A a, b€ KolH,
bla®+4) = 00lt}. & =HolMe= M, , Fe9 e

=445 Montgomery™ FAlole} dith b=1d 7
bE Azl M E TS gt} mB AR

M,, ele] eB541S Montgomery 3F4lol2t &
olgtn}, b=1 Aol M, & 7}
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ol el3) #leke isogeny 7IMb 7] n&k e
o7 7]& CRSel supersmgular el FAS
43te]  HAgstodek(5). CSIDH=, dubd e
supersingular E‘ﬁ"ldiﬂ endomorphism ring
H7EEA o] vt, F oA Aol A5 7haAd o=t
= AL o &3l o]ak FA A9 orders: OF
= Aosat. F #lell A" endomorphism ring
< O% 3= =IEAdEd] ARE B, (0= 3
2. 2™ class group C1(0)9] eF3AlellA<]
I

HU 2L

rlo

group action< [a]EZ ZFI 3
Velu?] FA1& o83t iAo AXkg 4 9l
ot o714 BE B, (0) o, [a]€ A(0)oltt.

CSIDHelA+ &£844l group action 4
T3] faA 22 2l F LE o] FR &
T p=4ll, -, -1 ARSI EZ
End,(E) = Zr]) F, 81l A e
supersingular ©eRd=Alelzl skal, End,(B)=
FelA Ae1" Ee] endomorphism rings o2}
k2. E+  supersingular 34lol7]  ufd
Frobenious traces= 0°] el E(F)=p+1<&
ahEgit} weby ol 7f —1=0mod(; & <73l
Wl (0% £,0=1,1,°] fﬁﬂ]i Qi =
It o] o, 4, =0, r—1), 1, =, m+1)° ]E}
15 o83 group actions Velu®| F41& o]
SelM ZEgHoe ik 4 glrh

CSIDH 7] 2t & o3} zro] = &%
th Alicew= A9 749 71"1] st ofelt]d S

;o

[e3

a(oels  Absked, (o] € a(o0)e
la] =4" -0 Fe2 2D 5 g7 el
(61, ceve, ) € ZMe] W R A7kE 4 9lt). ofy)

n 4
A e A %Y AHF mel HEA
€[-m,m]E w53} Alice® Velud 34&
-3 % EE iksly EE BobelAl %
gt} Bobk Alice®t Fd3kAl #Rx19] 7H°]7]
(0] = (e, -ve,) € Z”’—% dels)A] Veluel 34
£ o83 group action& d4ket FH, AlicelA

=pblEE Aggr} BobloziE nke grow
Alice® [a]lE,E <43t} Bob® mHZx=Z
AliceZ5¥E w2

RS
\
=

F 91l endomorphism ringe 7}te]7] o
oA [al B, =Bb]E,E W53 5o A2 22 v
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2.3 Radical Isogenies

3| Castryck, Decru, Vercauteren< 22
22l isogeny s EE8HOZ AAtsl= WS A
oHle} (24). eHI=A E(F,) oA -isogenyE 4
Akt W 5 AR pAEegleh WA F el
A 17t 0l A PE AAE t, PE AYR 3
= (-isogenyE Velu®| #4& o3 <lakgh
A7t el A PE AR SldiMe "A E el
A Aldd 4 QE A kel cofactor k=#
E(F,)/t& F84 P=[k]QE wHEch wrefed Prt
e 2o, o2 dgd 5 AEggel
o AAE f‘{l‘/} upehA], o] w2 53] vt
< isogeny <A uf wlE&A <], H-r I
A b FedAde] 2 3E (AWEE) o] 1/¢

N, 40, o

N

=

o]7] wltolct, 2¥7]| uwliel HZl—torsion s

i=1
dEigh thgell isogenyE RHEAOE  odilbsie]
El, -+ £, -isogeny = ﬂ bl whge] o

N

=
o] *Zﬂﬁ}ﬂ 'IH—F"ﬂ At AL oA A= A9}
=y

24)904= SIDH®} frAkeE Wl ez 2k Ak
isogeny 7% isogeny chaing <4tsls opy
< Algkgich. eR1A Eoll HelA ¢ B5FE & n
-isogneyz} 8, n-torsion H Pel A
ker(¢) = <Py} 3lx}. (24)9] ololr]eli= B oA
9] n-torsion A P '35 E9} P2 ASE Fds:=
Zolrt, oA ki #2t  isogeny
E'—E'/[{P'>9 §4L n’-isogeny’} Ar}. o
TAAo R, f3A K94 HYH g3 F
o} 947 n > 48] K-rational @ Px thd9
Tate normal form2= Fas 4 g}

E:ff+(1—c)zy—by=2*—bz?, P=(0,0) (3)

9 AMellA b ce Kolek. L vk, Velu®l 345
o] 434 isogenousdt FA B =E/{(P)E 2%
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= oltd. E oA n-torsion A P’ E°} PR
xde] 7heslA, o s

E—>E'—E'/{P> (4)

 n’-isogeny’} €k, o] WHE WA O AL
3 n-isogeny s & W9 n-torsion %S o4&
A Ak = gl

[Il. Radical isogney?| X3}

2 Aox 282 CSIDH T4 242
24l radical isogeny® A3 s HpHll s
AMegtt, FAHez B AxE radical 2-,
3-. 5-, T-isogenyell 3+ =3} Hlqks AAg
t}. Radical T-isogeny & FHWZE A}43l= o]
the3t 2ol WA, 2- 4-isogeny®} tiEA| »f
-isogeny <14 84 n-torsion A 3=
= A P g sie} wlebd mole] HZ o2 radical
isogeny A5 A A9 ml9 torsion A
o] Aagk A3ldl, sfel7le] A5e] Huigte] 5
gl 7]1& CSIDHE u#&lgs v meo] S713+%
(53] m > 5) radical isogenyd EEAS 74
gl 5 WA o]f+=, radical isogenyd] 7 A
T} bR FAle] Bk A| AL AslEke] wolA|
7] well CSIDH 73 HA3E eixe 7371
o Apolrl.

=gk, 2 (25)914 projective coordinate®
AHEE 7% radical isogeny d4F A JUdAbS
FaAA ol AFAIL A= dE
2 4~ 5-, 73 radical isogenyel #-&o] 7153}
o, B =fede o WS R #HF3Ek
o} w3k 2 =i+ Montgomery A1}
Tate normal form Ate]2] ®Wsle] #3F HA3Iw
Zleyatalct,

_

=~

e ¢

@

3.1 Radical 2°-isogeny

Radical 2-isogenyell #gt A=S& $s WA
p=Tmod8 dalA FIA  FelA  AHd
supersingular curveell sja olir} o] f3k
A $lelx= supersingular curve Fe ¥ 7

aFeR st vk shbe ZV-plE

endormophism ring2Z 7} floordl &3}
v FAelw, HE shie  ZA0+Vp)/2E
endomorphism ringlZ 7}& surfacee| &)
g Alelt) Surfaced EAlsh= 419 A5
957F 291 ME v F-rational A& 370 7HA

B, o] A5 vkt o] wHT % glr
PP o5 Ao pREE Rl A9HA

P Pel ol5E e Rl AHA @A o
A3t £yl Hol=elslet,
P pel o5 A £l Aolselst

(4)°] Lemma 9 AlAE A, P ot
P aFel Ae® AL Ags ds5H
2-isogeny® A 4 olth =3k (4)9]
Proposition 14¢l <&, Z(1+p)/2]Z
endomorphism ring2% 7}A+&= supersingular
=48 M, 9} F,-isomorphic 3tth. & w=tellA=
(26)ell A2l%l 2-isogenyel FatF A3} FAE A}
L3tgdeh. (26)e AAE wE ARSRE 203
isogeny®] Ak 3M+2S8+3E+ (e
-DAM+1S+1E)el™, Ex gkl flelA A4
Aiks Hulge}. & &F pel disiA
p=3moddE 5T W, {3A FellA a=F el
el a9 P& of P2 ik S g9len, a9 Al
FLE& aPTVig Axd wg daket § AlFE
& AHHoR T oz v Dimdrig o
AFE gl (26)el4 AFE mpel FEo] 2°
-isogeny A4t Alell= &A1 A3 AF2
Aite] TEA ARE VXA "o} wEbA &g
Apdibe APs F8A @A © #el window
size 6& #£3}9 sliding window W& o] &

3 sk,
3.2 Radical 3°-isogeny

# o Onuki®} Moriya® Montgomery+ 3
A2 Montgomery- ZAlellA &&4<l radical
3-, 4-isogeny FAE Ak (27). 7IE
(24)ell 4 Alet® radical ¢-isogeny FA] Foi
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Z Montgomery Alell4 Tate normal form
E & wW3to] Fslr} o] w), 7]& Montgomery
FAoll49] ¢-torsion A Tate normal formel
A A P=(0,0)22 ¥W3tdr} o] ¥ Velu 34&
o]4-3ll4 isogenous & FA E ' =E/{P)& YA
gth, F e FA Aol E oA (-torsion
A P'e B AR Z3F S gleld d%"
isogeny  4bs bsEAl g AR
Montgomery Aell4 Tate normal formo=
94 bﬂi‘rb 54 isogeny A5 A% 7cigrh

JolM= 53] 3-, 4-isogenyell HallA &&4ql
radlcal isogeny &A1& Algkaich Algksl= Wi
2 (-torsion %I} (3 division polynomial®]
FAE o]-&3ksirt.

2 =rolAe= Montgomery+34el4 Onuki
9} Moriya®] 3-isogeny =4S FHA3a ¥4
Aoz, MA Onuki®t Moriyad $4& th&3
2k A Elellx Ao ekl el
3-isogenyE d4ksl= WS 3-torsion pointdl
A P2 AAAE = cyclic groups AYE 3
isogeny® Tahe= Velud] 34& wEr) o]
Pl zx%E te} sb, 3-isogenous & FA
"=[E/<{P>¢ N9 3-torsion pointe zFHE

& Ao 2 ehdir

r & & o

3ta’+ (32 —1)a +385—2¢ (5)

71X at t(E—1)9] Al AlgZelch. wkebA
Z7] A2 edF3Ale A9 3-torsion pointY =
25 o1, olF 83 isogenous A9
3-torsion point?] zx#%E F& $ . °lF
k2 3-isogeny chaing 94w 3 £
itk mixEte®  division polynomial Z%-€
Montgomery 412 A4S B4 4= gl 32
FAE M s, Ag ae v AS mE)

=3ttt —6t2+1
4¢3

oJ7lellA = M, o142 3-torsion point?] =
Folr}. o]F o]&3lM Tate normal formo22
wWgte] g *01 87 J 1sogeny Jxto] 7}=3l}.
Z2 o 2

Algorithm 1. Computing 3°-isogeny on M,
over F,

Input @ M, and 3-torsion point P, where
z(P)=t
Output : 3°-isogenous curve M

// isogeny computation
1. For t=0 to e do

2. t0<t’

3. t1<—1t0 - ¢
4. a<—tl —t
5. t2<—a+ta
6. 12«12 + «
7. a<—§/g
8. 12 <2+t
9. t3—t+a

10. 3«13 - «
11. 3«13 -t
12.  t0<—t3+1t3
13. t0<—t0+t3
14. t<—t0—«
15. t<—t+12

// recovering the coefficient
16. t0<¢*

17. t1<1t0 - t

18. t1<—t1 +t1

19. tl<—tl1 +t1

20. t2<—t0+2

21. t0<—t2 - t0

22. t2<—t0+t0

23. t12<—1t2+10

24. 12<—1—12
25, tl—t1"*
26. a<—tl - 12
return a

Fig. 1. Method of computing consecutive
3-isogenies on M,

olef F= B =¥olx Onuki®} Moriyagl 34
o A3 Ak (24)9] olakeRe H]La} o]
t} of7|ellA A= FEHAlelA L] 34l S kA el
Ao A Be Aol A4 ks 9] 3

9] &e} (27)9 A= FHeld 9«)\7‘:?
isogeny @ArEF zHAl= (24)7) ©] Z&Ao |t} 3}
2|5k (24)9] 34 MontgomeryellA TateZ W
Fsh= A4 qdakeFo] weld, B4 isogeny
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Table 1. Comparison of the computational cost
of radical 3-isogeny formula between (24) and
our optimized version of (27)

(24) Ours
Transform
from 4M+2FE -
Montgomery
Isogeny 2M+1FE 3M+1S+1F
Transform to L6M+AE SM+1S+1E
Montgomery

Aol e (279 FAlo] o B8AY & 9k &
3], CSIDH-5129] 7% 3°-isogenyS <dAkghc}
7Wgalat. CSIDHe| AMsE 45 544 18=
1M o3, 1E & sliding window ¥
o= 60000 Btk wEbA (27) FA] H
E&HolH,

20M+6E+ QM+ 1E)e)AM+1E+(AM+1E)e

£ wtEsolstar, olE e<1508% 9vldtth BE
radical isogenys o]+ CSIDHE T33}=
7% isogeny A= 100 ol3tR  dlRE,
3-isogeny 44t AR (27)5 AHEEhe 7ol
Y A&Aolgt= A o+ gtk

ol
2
od

=

3.3 Radical 5°-isogeny

Radical 5-isogeny @Ak t}&3} g}, Foizl
5-torsion point Qe Wsl4 Montgomery =4l
M, 5 isomorphic¥t the FAL= W3kghc)

E:y*+(1—b)ay—by = 2®— ba? (7

M2l Qv ElA P=(0,0)o2 H&¥lc}h r&
Q) z#Ee 34 o] A

(4ar® + 31 +61° —1)3

b=- (47’(7‘2 +ar—+ 1))4

o

| dc}. Eolld (P& AEE 3} Velud 34
4 Ag3sH 5-isogenous A E =E/{P)>E

a
1 0
A8 S 9l B-isogenyE LA o7 Ak

o

deixde EelAe  5-torsion point Q 7}
(0,0)22 &=k gl @ 'E (0,0) o2 W33l

2 o ole] dgehe B
E 41—V )ey—by=2®—b'z? 9)
o] . ¢ AelA v & vk o] AAatEL)

4 3 2

, +3a” +4a“ +2a+1

W o=a T (10)
o —2a” +4a”—3a+1

oJ7]ellA a=3/b o]t} dA&Ael 5-isogeny S
QAxRE 3o EF’'E t}A Montgomery 3412
HE5eof 3t} Montgomery FAell4 Tate A
o 7o W3e 8M+1E7} 42259, 5-isogeny 3}
o] dakeke SM+2Ee]t), npR| ko 2
Weierstrass =4el4 Montgomery 41229
W3k 18M+4E2] Qatefe] desie} gk, (25)
M= 5-isogenyd EEAHA  dAE Y&l
projective coordinated AHE-3}e] JYeditS ¢l
ol WHE Akt a=X/zE} s,
V=X"/2"% &3} #o] o1kt 4= 9jr},

X' =X(X'4+3X3Z+4X* 72+ 2X7°+ 2% (11)
7' =AX'-2X3Z7+4AX*722—-3X7+ 7Y (12)

o]l F(X':Z')=(X"Z"":Z"7)& ol&3H,
Abgle]l 5 AlFE Qi 3 Wimtew

-isogenyE 7% 4 i}

3.4 Radical 7°-isogeny

Mo 17 T-torsion A @l H3A Q9 =
HARE rolgt & ol Q5 P=(0,0)22 e ¥
A Ee vt 2ol A=

E:f + (= N+ N+1)zy+(— N>+ Ny
=23+ (= N+ N3 (14)

91 Aol

(r?(3r* +dar+6) —1)3

N= -
2 (r*+2ar+6) +2ar+1))
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1

' (47 +dar+4)2(r* —1*)

(14)

ENA (P>E AYR 3} Velud| 3418 A4
sl T-isogenous FA EF ' =FE/(P)>& A #

t}. H-isogeny$} PHHZIAIE,

1429l T-isogeny

A= i |

A4S 9EixE E oMY T-torsion H Q' E
(0,0) o2 Bffe} ghc}, o] A FA F = ot

2}

E'"+(—N"*+N " +1)ay
+(=NB4+N")y=2>+(—N 3+ N "?)a?

(15)

gl Aelld N’ a=VN—No Foz
X&o] rlgAIRE, 2
5-isogeny$} "F7IR|E projective coordinate
S Ahgshd dYadaks 2 ¢ ot o 28 ()

oMo FEI} B =3
t}.  [Table
Montgomery " 344 Montgomery 34l
2ol e ovlEa,

Montgomery~ FAlellA Montgomery™ 41

olxe] -3t wlagh
2)elA4

(M+

(M-

ol AYLES B}

3k Fol

to M-J2
o

to M+])e
o

Table 2. Comparison of the computational cost

of radical isogeny formula between (25) and
ours
Degree (25) Ours
M+ to M- | 2M+2F 2M+1FE
2 Isogeny 2M+1E 2M+1FE
M- to M+ | 6M+5FE S5M+3FE
M to Tate | 4M+2F -
3 Isogeny 2M+1E |3M+18+1F
Tate to M | 16 M+4F |3M+1S+1FE
M to Tate | 10M/+2F SM+1E
5 Isogeny 14M+1E | 12M+1FE
Pto A AM+1E 4M+1E
W to M 2TM+5E | 18M+4FE
M to Tate | 10M+2E | 10M+1F
. Isogeny 26M+1FE | 18M+1F
Pto A 1M+1E 1M+1E
W to M 29M+5E | 20M+4FE

2o wizks  ougkl. (M to Tatele
Montgomery FAlell4 Tate normal formo&
o] wWghs ofwlslw, (Tate to M)E Tate
normal formell4l Montgomery FA12o.29 W3t
< 9vjEltt, = P to A¥E  projective
coordinatedl#l Affine coordinatel 22| W3h&
ou)gic}. wir|te 2 W to M2 Weierstrass =
Ao Montgomery 341029 WzHg ofnlghc}

Iv. el 21}

= AdAe

L

o143

=

radical isogenyE
constant-time CSIDHE &g ZIE A
. 2 AolA CRADS,% radical isogenys n
742 AHg-gF CSIDH 7ozt =gt £ =&
M= CRADS, & AH8-3< we] 455 CSIDH
9} 128-bit w1 HeFr=e} 128-bit WAF B}
o4 vlxw3dtl, Constant-time CSIDH <1z
Z0 2 OAYT-style ¢uE|&S 283t} (22).
Constant-time CRADS, | dsid= 2, 3, 5, 7
radical isogenyel WalA+= constant-time
Abs estar, Al E A isogenyel HEl
A& OAYT-style dae]&s AHEgeh. S A
4% CPU+ 3.60GHzY & 355 7HA+=
Intel Core i7-77005 #}-3le™ Ubuntu
20.04 LTS 9AAA A ™3 34 - 037
GCC 9.3.0 ZAgde]E o]-&3c}.

4.1 Classical CSIDH
411 m2tole| ME

128-bit J—J_;ﬂ 101}70]"1}_—% 7}_;(]_\‘_:‘ CSIDH :]7—8‘1—%—
990 18 S1ME he A8 el

Py =2'-3-5-7-117-13--3713—1  (16)

—?rg‘l-iﬂ }7.;)«',11‘?—]0“/H SUpel"Singular
Montgomery " 4l

My =2+ (1n

% base FAo2 A48t CRADS, | 7%
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M P = 23—
0y —T T

(18)

Table 3. Private key exponent range and its

security
Exponent range Security
CSIDH (5) [—5,5]™ 252.54
[—58,58]
x [—3,3]
CRADS, x[madl 952.53
< [~5,5] '
X [~4,4]"
X [—3,3)?
[—90,90]
X [—62,62]
x [—2,2]
x [—3,3]?
CRADS, x [~4,4]* 252.53
< [=5,5]"
X [~ 4,41
x [-3,3]?
x [—2,2]
[—90,90]
X [—65,65]
X [—=50,50]
X [—3,3)?
CRADS, X [~ 4,4] 252.54
X [-5,5]%
X [—4,4]%
x [-3,3]*
x [—2,2
[—90,90]
X [—65,65]
X [—44,44)]
X [—29,29]
x [—3,3]
CRADS, X [-4,4F 252.52
X [7575]28
X [~ 4,473
X [—3,3)?
x [—2,2]

% [—1,1]

(Table 3)] e & AHg-8 A
constant-time group action® A= g3}
2ot B =19 constant-time T#-2 (1)l
Aokl strategy WS ARSSIAl W9keH, 100
A} ol Ake] &4 A4 isogeny AR (2)olA Al
kgt square-root Velu A& ARg3kgic),
(Table 4]+ 100,000¥2] group action®] cycle
countE F4 il Aot}

(Table 4Je 19} 9)%°]. constant-time
CRADS,>- 71% CSIDH Xr} #d 15.3% wh=
s S o4 F gtk S5 ke ddd vE
radical isogeny’} A% d4te R 7]E Velud
FAE o443 isogeny dAtHr} isogeny A=
Aiteko] wWol rif Z F3HA el H=ldt A
torsion pointE A A€dtrle HddA A5 3
e 7HAE itk

[

s

Table 4. Performance result of group action of
CSIDH and CRADS,

Group action Savings
CSIDH 336,343,562 -
CRADS, | 229,267,517 11.0%
CRADS; | 298,006,889 11.3%
CRADS; | 286,682,988 14.7%
CRADS, | 284,758,164 15.3%

4.2 Quantum CSIDH

#H (2804 CSIDHel wa] ®r} v AH&sl
quantum analysis® $33H2em, CSIDH7}
JAAFE AR 128 HIE HOFEE 71A]7]
A As AL =7)7F 40968 B} Eolo} gt
B AEL A8 2 =i 4095 vl E R
A& AHE-#lA4] radical isogenyE A4 AzE
A A&k}
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421 Tiajoje| Med

128-bit A} We}EE 71x]+= CSIDH +3&
Al o 4095 ¥ E 4255 AREsk )

Paggs =27+ 3+ 5+ 72879 - 46031 (19)

9 el AHER B 4259 iSE 41600t
o FgtAl $1e14]

A E, S114] supersingular
Montgomeryt =4
My =2+ (20)

% base FA°2 AHslglth. CRADS, ) 7%

base FAC=Z A83tict. CSIDH-40969] 73
radical isogenye 2x7FA|aF 2RSS,
o]+ radical isogeny <I4F Al HQ3dF x|4edik
fretAl el 217t AdSE S7ksb] Wieelth
ol 2185 Ael7]e Hel= ohs Elel &y 2}

2 o fn

r°" rlo

422 M Znt

(Table 5)9] gebrle & A3l A
constant-time group action® ZAd= oS3
2t} CSIDH-5129F wHIAIE 1002 ]9
isogeny @4t square-root Velu 3418 AR
stgich. (Table 6)& 10,000Me] group action
9] cycle count® F7 Wl Aolt}.

[Table 6Jol4 &eld 4= gl%o] 4096H]E -3t
A 9lellA CSIDHS} CRADS,®) e 79 u|$:
3%, CRADS,7} CSIDH@! #]3) 1.5% A% =
b= A o 5 ook (28 AAE FefvlE

Table 5. Private key exponent range and its
security

Table 6. Performance results of a constant-time
group action of CSIDH and CRADS, (in
millions)

CSIDH (28] CRADS,
Group 13,297.482 13,505.895
action
Savings - -1.5%

CSIDH (28) CRADS,
Exponent BRI [—4,4]
Range ’ < [ 1,197
Security 220.31 220.31

4, CRADS,+= CSIDHel wl3s]l 7974-<} 809}
isogeny QAHS A da® FUI RHPIE
£ 74 5 ook 797A4¢} 809 isogeny AAME
o 32 4590M o] <dAkeke] Er} dubrem
40964 E Al A 2] A ik
Axleko] EA =k AAE I=fvlg A oﬂ% A
dikE 3H dofubr]  wlEe EH‘“%“—*.P—E
13,629M <dAteke] =tt. 71 CSIDHS] 79
2-isogeny”} 54 torsion pointe A=A &
Al isogenys A = ololA] FAF B
ol o EEFHQ ARE YT o] olfe
2-isogeny <Atel|A A|FL qdite] EAlhc) 3]
gt 22 torsion pointE AAs=H gleiA A
Al AatEkrc 247] g il a&Ae)gr). &4
T radical 2-isogeny ¢14tdl o A4 A4k
o RgHAZF A uwie}  qAakEFe]  WolxA
CSIDH-4096°4 = &=7) $4 %455 T
o © =29 A8 Az 4096 ¥]= CSIDHAAE
radical isogeny s 2*7FA|3F Ak Aol 34
oln}, wetA HiHAL =77 AAGE radical
isogeny?] A doxltia & 4 9lr}.

—

fTo A o O

l

V.2 B
2 =toM= CSIDH el 3le4 radical
isogeny® #HA ARgel o8] EAs|RICE olE
s (25)eld  AAE python 7|4t radical
isogenys CEZ F71H9ql #HAH3E A3ysialon,
ol Ak &829l 3-isogenys A-E3F9ir.
2 =9 A 128¥E wd HoPmelAe
CRADS,°] CSIDH Xt} 15.3% w=r}, 1284
ozl HoltE o4& radical isogeny €A4kel] 8-
= Ape date] A Z717F ARl wetA o
Abeko] wolx Hd radical 2-isogeny 7HA AR
o] A3gslrl. Radical isogenyd 7% 53] 34
Zke] Wigtol}, AHAZ} <& oW isogeny ¥
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